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Currently, generation of bright X-ray pulses of attosecond duration range is widely discussed. Such pulses have many applications, including monitoring of the attosecond time scale dynamics of physical and chemical processes in organic molecules [1]. Here we have studied nonlinear Thomson scattering of a tightly focused laser pulse by directly accelerated electrons from nanotargets, for example, ultrathin foils. The investigation addresses the regime where the focal spot size, D, may be comparable to the laser wavelength, . For description of EM fields of tightly focused laser pulse beyond the paraxial approximation we use an exact solution of vector Helmholtz equation in the form of Stratton–Chu diffraction integrals and the field spectral representation method. Such methods allow one to take into account all 6 components of EM fields, including a longitudinal component of electric field, exerting a significant influence on electron acceleration [2,3]. 
We have calculated the characteristics of nonlinear Thomson scattering for test electrons accelerating in combined fields: the EM field of focused laser pulse and quasistatic charge separation electric field which appears when electrons leave a nonotarget. In particular, we have studied the radiation spectra of test electrons depending on the focal sport size, laser intensity and amplitude of quasistatic field and compared our results with that follow from the paraxial approximation. Also, with the help of Lyapunov exponents’ method we have studied stability of electron dynamics in combined fields and effect of stochastic dynamics on the spectrum of Thomson scattering.
 It the case of tightly focused laser pulse (D ~ λ) attosecond X-ray pulses are generated. Our study shows significant difference between the results obtained and that follow from a standard paraxial approach. This indicates a necessity to revise nonlinear Thomson scattering theory in the case D<5.
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